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HPEM Threats, Modeling and Analysis for
RF Devices/Circuits Breakdown under
Intentional Electromagnetic Interference (IEMI)

October 6, 2020  6pm - 7:30pm China Standard Time
(6:00am EDT / 3:30pm IST / 12:00pm CEST)

ABSTRACT:
In the past few years, special attention has been focused on intentional electromagnetic interference (IEMI)
effects on communication systems. High power electromagnetics (HPEM), as it is sometimes known, “EM
Terrorism,” is a new area of concern for public and commercial interests. Transceivers can be easily inter-
fered with and their RF devices/circuits can be damaged under IEMI. In this talk, the electro-thermal-stress
(E-T-S) multi-physics method is used to analyze the interactions of RF devices and electromagnetic pulses.
It has been found the parameters of the electromagnetic pulse such as widths, numbers and repetition fre-
quencies affect the thermal and stress of the RF devices. The device breakdown phenomena are observed
under a scanning electron microscope (SEM) where the crack curve due to unrecoverable deformation
in the device is displayed. TVS diodes and protection circuits are used in order to protect the RF devices.
Simulation, measurement, and calculations show some correlations.
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